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What, me worry?




The Growing Cyber Threat

“I do not think today It [cyber] is
necessarily the number one threat, but
it will be tomorrow...”

-Director of the Federal Bureau of Investigation,
Robert S. Mueller 111, during his testimony on
Capitol Hill to the Senate Intelligence Committee on
31 January, 2012.

“Chinese theft of U.S. intellectual property
through hacking and computer espionage is
the greatest pillaging of wealth in history,”

-Director of National Intelligence, James R. Clapper
during his testimony on Capitol Hill to the Senate
Intelligence Committee on 31 January, 2012,




Threat

“A potential for violation of security, which exists
when there Is a circumstance,

capability, action, or event

that could breach security

and cause harm.”




Vulnerability

“A flaw or weakness 1n a system’s
design, implementation, or

operation and management that
could be exploited to violate the
system’s security policy.”
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Risk

“The product of the level of threat with the level of
vulnerability.”
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The ACtO I'S (a.k.a. The Threat)

WE ARE
ANONYMOUS




The People’s Republic of China

» Advanced Persistent Threat (APT)
 Tenacious In achieving objectives
« Motivated by massive appetite for

secrets and intellectual property

White Paper w) McAfee
* Dedicating a LOT of resources

“Chinese theft of U.S.
intellectual property through
Global Energy Cyberattacks: hacking and computer
“Night Dragon” lonage is the greatest
By I\/I?D\fee® Founds?ane® Profess o N e?ﬁao |2g Of WeaI?h in
February 10, 2011 p g g
history,”
Revealed: Operation Shady RA'[M
An investigation oftargeted.intrusions\'nto 'DNI, \]ames R. Clapper



Russia

» Majority of cyber activities criminal
In nature

* Financially motivated

« Allegations of cyber attacks against
political opponents
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Iran

* Developing both an intelligence
collection capability and a strike
capability

* Relatively unsophisticated — but
learning fast

* Learned many
USRS lessons from Stuxnet
O] Tehran.
IRAN —| * Perceives Stuxnet as
~= acyber WMD




Hacktivists

« 2011 was “The Year of the
Hacktivist”

 Motivation varies, but
common theme Is obtaining
media coverage of their
cause/prowess/story

* International as well as
domestic

« Attacks often triggered by
media coverage of hot
button issue(s)




Criminals

 Cyber crimes
 Cyber facilitated
crimes

* Financially motivated
 Expertise varies from
silly to extremely good
 Get In, get out, get
gone
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Dear Citbank valued member

Due to concems, for the safety and mtegnty of the onbhne
banking communty we have 1ssued this waming message

It has come to our attention that your account nformation needs

to be updated due to mactive members, frauds and spoof reports

If you could please take 5-10 manutes out of your online expenence and renew
your records you wall not run mto any future problems with the online service
However, faure to update your records will result in account suspension
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Ple:
Jnd wWe have reCeved nobice mMat you have recantly atempted o wENOraw the

folowng amount from your checking account whie in another courtry $135 25
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Thank you,
TrustedBank



Hobbyists and Nerds .. “script Kiddies”)

* Once upon a time...

« Motivated by ego

* Now, technical knowledge
not required to have impact

* The Accidental Terrorist

* Do not confuse lack of
expertise with inability to
cause grief...
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Insiders

@ ° Varies from accidental incidents. ..

* ... to deliberate sabotage....

{ ° ... oOreven espionage....

* And they are already “inside the wire”
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Tools and Techniques
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Evolving Risk

“Stealth” ‘advanced
scanning lechniques
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Physical versus Digital access




Physical versus Digital access

;OO VisualRoute 2010 - Business Edition — Trial day 1 of 15

File Edit Options View Maps Tools Help

\ from My Computer ﬂ | http:// ﬁ wwwvns_] E:] i:mece u_;_} Plot %% Analysis More Tools.. w « Q Server is SlODDed ‘
ywww visualware.com (205.234.. @ I/J.vmrw visualware.com (205.234.. @W@TraceRoute information from Se.. Q_{ngwv visualware.com (205.234.... [

\ (©)Stop @ Tools . |Run continuously v B E A © ¢ More., ‘
I @:l’raceroute to www.visualware.com 0 3
|Target Information Route Information

\To www.visualware.com (205.234.111.141) ' ’ Analysis In general this route is reasonably quick, with hops I |
|Location Looking for location... responding on average within 164ms. However, all hops ‘
|Network [Network for 205.234.111.141] ' after hop 17 in network '[Network for 154.54.24.106]' ‘
RTT 284.0ms [ 284ms [ 284ms ' respond particularly slowly. ‘
|avg,min,max RTT 170.9ms [/ 346ms

Firewall None for pings avg,max

Open to http requests on port 80 4 Packet Loss 0.0% / 0% [4

Port Probe  Running server Apache/2.0.63 (Unix) |v avgmax R ¥

oute to www.vi
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[10.5an Jose| ! 3 ; . 3 2. (China)]
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You are on day 1 of a 15 day trial. For purchase information click here or enter a license key.
VisualRoute 14.0e has been released. To download the update click here and choose install updates.
Your database is out of date. Click here to install update.




I N d I CatO I'S (...something isn’t quite right...)
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Trickery...

SOCIAL
ENGINEERING

| The clever manipulation
~ 1 of the natural human
i tendency 1o trust.




... and Complacency

October/November/December 2011 Trend
Analysis and Intelligence Brief

Popular Passwords

Sharing passwords among users in a workplace is becoming a common
theme to continue the flow of operations. Users have prioritized
convenience over security when establishing passwords.

~—~—

’i CS The Internet Crime Complaint Center’s (IC3)

The top 25 common passwords:

1. password 10. dragon 19. shadow

2. 123456 11. baseball 20. 123123

3. 12345678 12. 111111 21. 654321

4. qwerty 13. iloveyou 22. superman
5. abcl23 14. master 23. (gazwsx

6. monkey 15. sunshine 24. michael
7. 1234567 16. ashley 25. football

8. letmein 17. bailey

9. Trustnol 18. passwOrd




W Script Kiddies and Wannabes

 Not going away

A R{efe"v;ence
Rest of Us!

FREY o« Tipn ot dwmanian.com




E-mail scams

citi
Citi Alerting Service
Unauthorized Access

* Also not going away...
* ... and they are getting better. ..

Unauthorized Access Notice

We recently have determined that different computers have logged on to your
Online Banking account and multiple password failures were present before
logons.

We now need to re-confirm your accountinformation with us.

If this is not completed by November 17, 2010 we will be forced to suspend
yvour accountindefinitely, as it may have been used for fraudulent purposes.
We thank you for your cooperation in this matter.

Please click here immediately to verify your identity and automatically reverse the
change.

E-mail Security Zone

Atthe top of this message, you'll see an E-mail Security Zone. Its purpose is to help you
verify that the e-mail was indeed sent by Citibank. If you have questions, please call 1-800-
374-9700. To learn more about fraud visit Citibank_com and click "Security” at the bottom of
the screen

ABOUT THIS MESSAGE Flease do not reply to this Customer Service e-mail. For account-
specific inquiries, kindly call 1-800-374-9700 (TTY: 1-800-788-0002) or wisit
citibankonline.com.




Other online vices...
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* DATE.COM

= % Galina
L= Age: 24 N
Odessa, Ukraine ¥

Ekaterina ONLI!
Age: 22 3
Odessa, Ukraine

Viktoria ONL
Age: 25 7
& Kharkov, Ukraine .

Antonina ONL
Age: 24 7
Kiev, Ukraine ‘

W Anna ONLINE
3 Aage: 29 7
Odessa, Ukraine 5




Mobile devices

« Emerging threat

* Airborne virus




Phishing

 Still works

I SEND FAKE BANKING Dear Customer,
T HAVE A E-MATILS TO GULLIBLE This i= vour bank. We forgot vour
NELJ HOBBY EXECUTIVES. THEN T social security number and password,
ITS &LLED FIND OUT THEIR Why don't vou send them to us so
FINANMCIAL INFOR-
PHISHING.

MATION ANMD USE
IT TO STEAL THE

MONEY THEY DONT[__
DESERVE. E L)

we can profecl your

money.

Sincerely,

1. B. Banker X i

L

1

www. dilbert.com  scottadams®acl.com

A0S 020055000 Adams, Ing, FDist. by UFS, inc.

g

i@ Scott Adams, Inc./Dist. by UFS, Inc.
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3. Attack opthons

e
™ Low Orbit lon Cannon | When harpoons, air strikes and nukes fail | v.1.0.0.0

2. Ready?
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Timeout HT TP Subsite TP JUDP messages
] ¥ ou have been hack'd
&0 “:'Fl - =1} Walk for rephy i
Pl TCP Threads: ' . cm [t aEr :'-.|..--:--.;' |
LD
1 HTTP
- ANESCK Salus
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17395574

WHAT IS THIS SHFEP = LOW ORBIT ION CANNON (LOIC) IS A TOOL THAT ALLOWS THE USER(S) TO TAKE OUT WEBSITE OFFLINE VIA A “DISTRIBUTED
DENIAL-OF-SERVICE ATTACK" (PPOS ATTACK). IT BASICALLY OVERLOADS THE SERVER AND HENCE CAUSES THE WEBSITE TO CLOSE DOUN. THIS TOOL IS
GREAT FOR TAKING OUT SMALL WEBSITES. IN ORPER TO TAKE OUT BIG WEBSITES, YOU WILL NEED A LOT OF PEOPLE POING THIS AT THE SAME TARGET.

ddos attack: A denial-of-service attack (DoS attack) or distributed denlal-of-service attack (DDeS attack) is an attempt to make a computer resource unavailable to its intended users. The
imeans to, motives for, and targets of 8 DoS attack may vary, but it generally consists of the concerted, malevalent eMorts of & pergon or perdtns o préevent an Intermeat Site o Sarvice from
functioning efficiently or at all, temporadly or indefinitely. Perpetrators of DoS attacks typleally target sites or services hosted on high-profile web servers such as banks, credst card payment
gateways, and aven DNS rool servers. High-profile targets often have many users attacking the intended target at the same tme. Low-profile targets don't nesd as many users,
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Home | China | BizChina | World | Opinion | Sports | Olympics | Entertainment | Lifestyle | Culture | Citylife | Photo | Forum | Weather

February 27, 2012 SITE SEARCH : GO | Advanced

WORLD | America

US video shows hacker hit on power grid
(Agencies)
Updated: 2007-09-27 14:31

Washington - A US government video shows the potential destruction caused by hackers seizing
control of a crucial part of the US electrical grid: an industrial turbine spinning wildly out of control
until it becomes a smoking hulk and power shuts down.

THE MOST INPSRTANT QUESTIDNR

COMPUTER

THAT SYSTEM
CREATORS
ARE UNAWARE OF
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In this image from video released by the US Department of Homeland
Security, smoke pours from an expensive electrical turbine during a

March 4, 2007, demonstration by the Idaho National Laboratory. which * Vietnam bridge collapse kills 52
was simulating a hacker attack against the US electrical grid. [AP]
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Tradecraft

 Groups will adopt successful methods of
other groups — “Crossing the Streams”




Summary

» Threat * Vulnerability = Risk
* China, Russia, lran

* ANONymous

* Criminals

* |diots

* Tools (as opposed to idiots)
» 2012 and beyond
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